Super PXE Server (SPS) - Comprehensive
Enterprise Manual

Welcome to the official manual for the Super PXE Server (SPS) v4.1.0. SPS is a next-
generation, zero-trust network boot appliance designed to fundamentally modernize how
enterprises, educational institutions, and IT professionals deploy and manage operating
systems at scale.

This manual covers the Enterprise feature set available within the Web Console.

1. System Telemetry & Network Clients

The core dashboard gives you a bird's-eye view of your entire infrastructure.

System Telemetry & Health

Monitor the raw performance of the SPS host server in real-time.

e CPU Utilization: Tracks the Go/Python split architecture overhead.

e RAM Usage: Crucial for monitoring Live ISO extraction into tmpfs.

¢ Disk 1/0 Throughput: Measures the speed of iSCSI and NFS streaming to connected
endpoints.
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Network Clients & Deployment Progress

This tab provides a stateful overview of all active machines on the LAN.

e Active Node Table: See MAC addresses, IP leases, and precise OS states (e.g., Streaming

Windows 11 VHD).

e Deployment Progress: When copying local installations, track the exact transfer speed
(MB/s) and estimated time to completion (ETA).



e Connection Health: Identify bottlenecked endpoints with slow negotiated link speeds.

® 0 ® [ networkClients - BOD NetViz % +

» © I3 BQD NetVizor - Network Clients

NETWORK CLIENTS (32 Active) Q Search Y Fiter ' Refresh

Client Name MAC Address IP Address 05/ Current State Connection Health Uptime  Bandwidth (t/i) VLAN Actions
BQD-SRV-01 00:1A:28:3C:40:5E  192.168.1100 ® Streaming Windows 11VHD SIS 98% 14d6h 204k [ 198k 0 @
DEV-WS-09 7C:8B:CA12:34:56  192168..121  ® Booting Ubuntu 24.04 (Active) I 85% 1h22m  85k[ 237k

MKT-LAPTOP-04  FO:18:98:ED:CR:A0 1921881145 @ Windows 10 (Idle) N 100% SdTh 35k/27M4

BOD-BUILD-02 D4AES2:99:A1:C3  192168.1105  © Ubuntu 22.04 (Building...) BN 72% 11h05m  13h/10.5k
WEB-SERVER-03  ES:A4T8:62.08:A1 192168.2110 @ Debian 12 (Stable) N 100% 60d4h  63k/ 705K
BQD-SRV-04 00:1A:28:3C.4D:5E  192.168.2110 @ Debian 12 (Stable) I 100% 60d4h 238k (105K
BQD-SRV-05 D4:AES200:A1:C3 1921681105  » Ubuntu 22.04 (Building...)  DENNNNNNNN 100% 14d6h  284h(T/4
DOV-W5-08 00:1A:28:3C:4D:5E 1921682110 @ Debian 12 (Stable) S 100% 60d4h 728k [18Bk
DEV-5RV-07 00:1A:28:3C:4D:5E  192.168.1.145 @ Windows 10 (Idie) N 100% 50d4h 185k /156K
BOD-5RV-07 00:1A'28:3C40:5E  192.168.145 @ Windows 10 (ldle) N 100% S5d1th  33k/7T/4

BQD-SRV-08 00:1A:28:3C:4D:5E  192.168.1100 @ Debian 12 (Stable) N 100% 14d6h  238h[1/4

& 2 & 2 2 2 @ @ & & &

BQD-SRV-09 00:1A:28:3C:4D:5E  192.168.2110 @ Debian 12 (Stable) N 100% 60d4h  484h [ 7/4

1-200f32 <




e0e B8 Client Deployment Progress X | + - o

&« O https://dashboard.bgd.com/deployment/progress o= B

BQD Client Deployment Progress Status: Active Deployments (7) Admin; Sarah J. &

Client Deployment Progress

NodeID Hostname Status Image Progress Speed  ETA Actions

Node ID € Status Image Progress

Windows 10 Pro
NODE-101 LAB-PC-04 Streaming 0§ indows 10 Pro 451MB/s 14m 30s

NODE-102  DEV-WS-02 Copying Files 3 52.7 MB/s

NODE-103 TEST-LAPTOP-01 Verifying Ubuntu 22.04 LTS [RERERRT 1m 05s

Monterey

NODE-104 SALES-TAB-03 Finalizing 0 MB/s Done

NODE-105 LAB-PC-05 Streaming 0S S 48.9MB/s 52m 10s

1: 48.3 MB/s Total Dat

2. Server Configuration & Networking

SPS is designed to seamlessly integrate into existing corporate networks without disrupting
current infrastructure. Basic networking and Secure Boot features are fully unlocked in the
Community Tier.

Server Settings & DHCP/TFTP (Community Tier)

¢ Interface Selection: Bind SPS exclusively to specific NICs (e.g., eth1 for the imaging
VLAN).

e Secure Boot EFI Selection: Easily select between shim.efi (Secure Boot enabled),
ipxe.efi, or Legacy SNP boot files.

e TFTP Block Sizes: Tune MTU window sizes for faster initial ipxe.efi handoffs.



¢ ProxyDHCP Toggle: If enabled, SPS will not act as the primary router. Instead, it listens
for DHCP broadcasts and injects boot instructions alongside your existing enterprise
DHCP server (Cisco/Meraki/pfSense).

e DHCP Leases & Scopes: View currently assigned temporary IPs, adjust lease times, and
configure Subnet/Gateway/DNS routing.
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Settings

Server Configuration

Manage essential settings for PXE, TFTP, and network parameters.

General Settings

Toggle Switch
Toggle Switch (Active, BD Blue).

Network Settings
Server IP Address

192.168.1.50
Required for TFTP/PXE.

TFTP Configuration

Enable TFTP Server

Enable TFTP Server for Toggle; #1E3ABA.

TFTP Port
69
Input on TFTP Port.

DHCP Settings

Enable DHCP Relay

Enable DHCP relay to Toggle: BHCP settings.

= a

Q « O O @

) Q‘ £ Alex Chen v

Home / Configurations / Server Settings

Enable PXE Service

Toggle PXE Service: Toggle: #1E3ABA.

Interface Selection

ao

[ eth0 (10GbE)

i
| 8192 Bytes

ethl
ethl
bond0
TFTP Block Size
TFTP Block Size bytes 512,
dropdows, Boirless, and
dropdovrs. 512
TFTP Root Directol b
T 2048
var/lib/tftpboot 4096

Input root Directory it /var/lib/t 8192

Boot Configuration

Default Booffile
undionly.kpxe

Default Bootfile: undionly.kpxe.

© 2024 BQD Technologies * Status: Operational * v3.1.2
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. BQD Provisioning

Enterprise bare-metal provisioning system

Network Services Overview

Global Network Status

Total Active DHCP Leases

Total DHCPv4 Scopes

121 5

Active DHCP Leases

H: IP Add MAC Add
hostname1 19.26.2.11 08-00-00-00:00
hostname2 19.276.13 08-00-00-00:00
hostname3 19.26.2.24 08-00-00-00:00
hostnamed 19.25.1.27 08-00-00-00:00
hostname5 19.26.2.15 08-00-00-00:00
hostnames 19.286.124 08-00-00-00:00
hostname7 19.208.122 08-00-00-00:00
hostname8 19.208.126 08-00-00-00:00
hostname9 19.208.128 08-00-00-00:00
hostname10 19.28.0.11 08-00-00-00:00
hostname 19.28.0.16 08-00-00-00:00
hostname 19.28.3.19 08-00-00-00:00
hostname 19.26.3.21 08-00-00-00:00
hostname 19.26.2.31 08-00-00-00:00
hostname 19.26.2.14 08-00-00-00:00
hostname 19.26.2.25 08-00-00-00:00
hostname 19.26.2.23 08-00-00-00:00
hostname 19.26.2.31 08-00-00-00:00

Showing 1 of 6 etries

TFTP Service Status

Active

Q, Search

Lease Type  Expiry Time

Active
Scope
Scope
Active
Active
Scope
Active
Active
Active
Scope
Active

Active

Active
Active
Active
Active
Active

Active

Pagination

2023-2541
20232541
2023-2541
20232541
2023-2541
2023-2541
2023-2541
2023-2541
2023-2541
2023-2541
2023-2541

2023-2641
2023-2541

2023-2541

2023-2541

2023-2541

2023-2541

2023-2541

Status

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Next <)

2 &

Service Configuration

ProxyDHCP

() ON Active

TFTP Server Status
Root Directory /home/bqdcoraning
Active Transfers 1
Transfer Rate 2.26 Mitih/s
DHCP Traffic (Requests/Discoveries) Last 60 minutes
) DHCP Traffic [ Discoveries
100
B
60
40
20 ’_A/A‘:\J
o’
07:00 12:00 03:00 03:00 15:00 20:00 im in 60 min
TFTP Transfer Activity Last 60 minutes
B TFTP Transfer Activity
250
200
150
100
S0
0
07:00 12:00 0300 03:00 15:00 20:00 n im 60 min
Log -

2023-01-18 08:33:55 Metwork Services (DHCP setting)
2023-03-20 10:37:56 - Network Services (BHCP Blue)

2023-07-19 10:31.57 Metwerk Services (TFTP) setting
ANTA N2 1N1TRD Rlahundds Candnas (FLUITE sottimm)

VLAN Subnet Wake-on-LAN (Enterprise Tier)

e Subnet Broadcast Routing: By default, Magic Packets fail to cross VLAN boundaries.

SPS allows you to configure exact Subnet CIDR and Broadcast Addresses (e.g.



192.168.10.255) so a targeted UDP blast can reach isolated labs.

BQD Networks

) Dashboard VLAN Subnet Wake-on-LAN

=, Network v ‘

Global Wake-on-LAN Settings

Default Subnet CIDR:

[J Devices

Default Broadcast Address:
Routed VLANs

VLANID  VLAN Name IP Subnet CIDR  Broadcast Address  Actions

Management 192.168.10.0/24 192.168.10.255 7% Send Magic Packet
Voice VolP 192.168.20.0/24 192.168.20.255 1% Send Magic Packet

Guest Wi-Fi 172.16.30.0/24 172.16.30.255 7% Send Magic Packet

3. Boot Assets & Storage Solutions

SPS excels at ingesting, organizing, and streaming OS payloads.

Live ISO Ingestion Portal

e Drag-and-Drop: Simply drag a Linux Live ISO or Windows PE image onto the portal.

¢ Auto-Detection: The Python backend dynamically analyzes the ISO to detect the OS
family (e.g., Ubuntu, Debian, Windows).

¢ Kernel Extraction: SPS automatically extracts the vmlinuz and initrd files required to
generate the dynamic PXE menus.



BQD Live ISO Ingestion Portal  Dashboard Ingestion Tasks  Repository ~ Audit Logs

@ System Online Network Latency: 45ms

1SO Uploads
ISO File Ingestion 0S Detection Results

Altomatad Detaction | B o S N
© Debian 12 Detected

0S Family: Linux
Architecture: x86_64
Kernel Version: 6.1.0-18-amdé4

Extraction Logs
System Health

Settings Drag & drop ISO file here

or click to browse

Browse Files

Detection Method: Heuristic Analysis

Extraction task initializ
Verifying checksum..
Identifyi

Extracting kernel modules...

Module decompression complete. (1542 modules)

Virtual Hard Drive (VHD) Manager & Ephemeral Overlays

e Master Images: Upload fixed or dynamic .vhdx / .vhd files.

o Diskless Overlays: SPS can boot hundreds of clients from a single Master VHD by
utilizing Ephemeral Overlays (Copy-on-Write).

e Merge / Discard: Choose whether changes made by the client are permanently merged
back into the Master VHD, or discarded upon reboot to maintain a pristine image state.



= VHD Manager

Manage Virtual Hard Drives

Create Differential VHDX

Drag & drop files here or click to upload

Choose File

Choose File
Q, Search Master Images...
File Name Format Size Created On Actions
Win10_Golden.vhdx vhdx 45 GB Oct 26, 2023 P W
Ubuntu_Server.vhd .vhd 20GB Mov 5, 2023 1—7 0]

Creating Differential Overlay: Win10_Golden_Diff_20231115
[ e e ——— Cancel

Status: Syncing blocks... Time remaining: ~2 mins 75%
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Ephemeral Overlays Management

Active Overlays View
7 Active Overlays

- Overlays

Overlay Tree View

Overlay Details:

" ostoe-0LCbY WS-Node-02_Dev
WS-Node-01_UserA [ soom
i ¢ /ctive ﬂ'l Parent WS-Node-02_UserB
Status 12 GB | -
Qi ¥Sgiione=01.D2 Type Differential Disk
400MB
Created 15 Oct 14112
Status  Active (Read/Write)
WS-Node-02_Dev
. by size 1.8 GB
4 WS-Node-02_UserB 1.868 modified 14:32
D L e Active
(Win11_Pro_v1.2.vhd —» oy &% Merge to Parent
- 20GB)

Date: 12 Oct 2023 [ Discard on Reboot

WS-Node-03_UserC
5 Idle s >
Status 0.9GB

WS5-Node-03_Tmp
900MB

‘WS-Node-04_UserD WS-Node-04_Logs
> @ Active .

Status 15 0GB 1.5GB maodified 14:58

iISCSI Targets & NFS Exports

e iSCSI LUN Mapping: Expose raw virtual hard drives securely using IQN access control
lists. This is the primary driver for Windows Diskless Booting.

e NFS Share Config: Manage Linux RootFS streaming by tuning root_squash and read-
only toggles.
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g STORAGEFLEX () Dashboard & Storage B NFSExports 2, Users {5} Settings @ & v

Dashboard /[ Storage | MFS Exports

NFS Export Configuration

Manage shared directories and access controls for Unix/Linux clients via Network File System (NFS).

-+ Create New Export

Q, Filter...

Allowed Clients Root

(IP/Network) @ Access Squash ® Status Actions

Share Name Local Path Description

Marketing shared  192.168.1.0/24, Read/Write o o Active £ T

marketing_docs  /mnt/data/marketing

assets 10.0.515
. : ReadOnly public ~ 192.168.2.100, 7 = .
public_reads Imnit/pool0fpublic files 192168 2101 Read-Cnly ® Active £ TJ
dev_builds Jmnt/builds ReEipmeng 101010.0/24 readivite v @D  eAcive # T

build storage

4. Educational Dashboard & Bulk Provisioning

Designed specifically for IT administrators in school districts or massive call centers.

e Classrooms / Groups: Logically group endpoints by physical location (e.g., Lab 101).

¢ Visual Map: View color-coded seating charts to instantly spot offline or un-booted
endpoints.

¢ Mass Payload Deployment: Use the dropdown to assign a specific Master Image to an
entire room, then issue a bulk Wake-on-LAN command to image 50 machines
concurrently without touching a single keyboard.
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02 Dashboard Classrooms / Groups

88 Classrooms / Groups

18 new items

L0 Device Inventory

Classroom Name * Location
Images & Templates
2 : 2 Lab 101 School Lab
5 Job Scheduling
Library Library 31
5} System Settings
@ Help & Support STEM Lab STEM Lab
Art Studio Barwill Center
Art Studio Barwill Center

School Computer Lab 1 School Lab

School Computer Lab 2 School Lab

School Computer Lab 3 School Lab

School Computer Lab 4 School Lab

Rm 203 School Lab
Rm 201 School Lab
Rm 202 School Lab
Rm 203 School Lab
Rm 204 School Lab
Rm 205 School Lab

Number of Devices

18

13

12

13

29

18

13

17

22

n

19

30

13

21

Q Search

Status

Complete

Complete

Complete

Complete

Complete
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Selec H Flacr: Total Seats:

2nd Floor 64

) Assets v

2 Management  Active

) Classrooms Active ) Reboot Selection
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5. Security & Enterprise Identity

The v4.1.0 update brought Zero-Trust architecture to SPS.

Active Directory / LDAP Authentication

e Bind Identity: Connect SPS to your Windows Domain Controller or OpenLDAP instance.



e Test Connection: Ensure credentials and Base DN queries are properly authenticated.

Administrator Q. Search... g @

(n) Dashboard

Enterprise Authentication (LDAP/AD)

Configure connection settings for your Active Directory or LDAP server.

ADMINS

88 Commomd

e Enterprise Authentication (LDAP/AD)
2. Security >

£ Dashboars v LDAP Server URI

& Authentication Idap://ldap.example.com

J Dymimication Base DN

& Configure dc=example,dc=com

(Z Unism Users Bind DN

%) Settings cn=admin,dc=example,dc=com

essscsense Sy »

Test Connection W @ Connection Successful

User Search Filter

User Search Filter cn=admin,dc=example,dc=com

Group Search Filter

Group Search Filter dc=example,dc=com

Attribute Mapping Att=mnity i

Save Changes Cancel

Role-Based Access Control (RBAQC)

e Granularly define what imported AD users can do.
e Prevent a generic "Educator” from accidentally formatting or deleting Master VHDs while
allowing them to issue "Reboot Client" and "Deploy OS" commands.



ole-Based Access Control (RBAC) 18 Tot

Save Changes

Reboot = Manage Manage View Assign

gole B Clients = Images Users  Analytics Roles

System Admin
Full 2 5

Educator

Viewer

Zero-Trust API & Licensing

o API Keys: Issue bearer tokens for CI/CD integrations instead of relying on insecure User-
Agent checks.

e Strict MAC Validation: Prevent unauthorized laptops from pulling sensitive corporate
Windows images by locking payloads to explicitly authorized MAC addresses.

¢ License Management: Cryptographically secure offline token validation with built-in
Anti-Rollback mechanisms to detect system clock manipulation.



L N B zero-Trust Security & APIKey: X +

e > @ @ https:/fapp.badsecurity.com/settings/api-keys

BQD Security
Platform
08 Dashboard
@ Security Rules
£ APl Keys
B Audit Logs

) Settings

API Keys Management
Q, Search...
Active API Keys

Key Name Key Preview
APi Key 1 bad_live_
Key Key 2 bad_live_.....
Key Key 3
Key Key 4
=
Key Key 6
Key Key 7 bqd_live_.....
Key Key 8 bad_live_.....
Key Key 9 bad_live_......
Key Key 10 bad_live_....
Key Key 11 bad_live_.....
Key Key 12 bad_live_......
Key Key 13 bad_live_....

Key Key 14

Created At

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

July 12-15 5:30 PM

Scopes

Read/Write

Read/Write

Read-Only

Read-Only

Read-Only

Read/Write

Read-Only

Read-Only

Read-Only

Read-Only

Read-Only

Read-Only

Read-Only

Read-Only

Enforce Strict
MAC Validation

@
@
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@
@
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a»
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BQD Enterprise Q Search

License Management

Home | System / License Management

BQD ——

Dashboard
i pefhboay License Status

(93\ Users ’ A
License Expiration Date

® Roles () Valid Enterprise License June 15, 2025

{5} Settings 348 days remaining

License Management
O System Clock Manipulation Detection c Active |

Status: No manipulation detected

Activate Offline License

Cryptographic Offline License Token

‘4 Enter your 25-character license token here (e.g.,

A1B2C-3D4EL-FEG7H-8I9J0-KL1IMZ) Activate License

Note on Licensing Model: Features discussed in this manual (such as LDAP, Zero-Trust
API, Diskless Overlays, VLAN Subnet Wake-on-LAN, and Classroom Provisioning) require
an active Enterprise Tier License. Unlicensed installations operate gracefully in
Community Mode with standard deployment features enabled, including full access to
Basic Networking, DHCP configuration, and Secure Boot EFI selection.



